1/4 



DISK DRIVE IS LOCKED 



HOST ATTEMPTS TO ACCESS 
THE DISK DRIVE 



DISK DRIVE RANDOMLY SELECTS 
A CHALLENGE VALUE 



HOST SUPPLIES THE PASSWORD 



DISK DRIVE ACCEPTS THE PASSWORD 
AND THE DRIVE IS UNLOCKED 



HOST GAINS ACCESS TO ALL OF THE 
INFORMATION ON THE DRIVE 



HOST FINISHES ACCESSING THE 
DISK DRIVE 



DISK DRIVE IS LOCKED 



FIG. 1 

(PRIOR ART) 



* 



2/4 



DISK DRIVE IS LOCKED 






HOST ATTEMPTS TO ACCESS 
THE DISK DRIVE 






DISK DRIVE RANDOMLY SELECTS 
A CHALLENGE VALUE 







HOST SUPPLIES THE PROOF OF 
PASSWORD KNOWLEDGE USING 

THE SHA-1 ALGORITHM 
FROM THE CRYPTOGRAPHY CHIP 



DISK DRIVE ACCEPTS THE PASSWORD 
AND THE DRIVE IS UNLOCKED 



HOST GAINS ACCESS TO ALL OF THE 
INFORMATION ON THE DRIVE 



HOST FINISHES ACCESSING THE 
DISK DRIVE 



DISK DRIVE IS LOCKED 



FIG. 2 



3/4 



30^ 



DISK DRIVE 



31- 



DISK DRIVE 
CONTROLLER 



34 



PROMPT FOR ACCESS 



35 



GENERATE CHALLENGE 



36 



GENERATE RESPONSE 



37 



VERIFY AUTHENTICATION 



38 



ACCESS DISK DRIVE 



32 



HOST 



SHA-1 
CHIP 



V 



33 



FIG. 3 



4/4 



SET LOCK 



REQUEST CHALLENGE 




FIG. 4 



